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PRE-TUTORIAL TASKS

1. Download the Vivado WebPack 2016.1 installation files

There are 3 ways to access the installation files:
e Option 1: Download the single-file installer (11 GB) from the Xilinx webpage (this requires a
registered Xilinx account; you will be prompted to create one as you proceed)
e Option 2: Download the web installer (50-80 MB) from the Xilinx webpage (this also requires
a registered Xilinx account)
o during installation, 10 GB of free disk space is required
o the download size is 2 GB
e Option 3: Download the single-file installer (11 GB) from our temporary Dropbox link (this
way, you can avoid the registration, but you will only be able to obtain a 30-day evaluation
license)

Option 1: Download the single-file installer (11 GB) from the Xilinx webpage

1.1 Access the following webpage: http://www.xilinx.com/support/download.html

1.2 In the section of Vivado Design Suite - Full Product Installation, select "All OS Installer Single-
File Download".
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Once you select the file, you will be sent into a "Sign In" webpage where you have to input
your Xilinx account information to log in. Once you do that (or in the case you were already
logged in) the download will start. The complete download process may take a while.

ADVICE: It is recommended that the download file is placed in a directory without spaces or
non-standard characters in the directory path (e.g. C:\Xilinx\). If you do not download the file
into such a directory, please move it there.

After the download is completed, you will have a "tar.gz" compressed file:
"Xilinx_Vivado_SDK_2016.1_0409_1.tar.gz"

Decompress the file using either "Zip" or "7-Zip" (or any other de/compressing program).
Some programs recognize "tar.gz" as a single compression, while others consider it as a
double compression ".tar" and ".gz". If after your first decompression, you obtain a ".tar" file
instead of a directory, decompress the resulting file again.

Once you obtain the directory "Xilinx_Vivado_SDK_2016.1_0409 1" you are ready to install
the software.

» Xilinx_Vivado_SDK 20161 04091 »
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Option 2: Download the web installer (50-80 MB) from the Xilinx webpage

Access the same webpage as in Option 1 and select the appropriate web installer corresponding to
your operating system (50 MB for Windows, 80 MB for Linux). After signing in, the web installer can
be downloaded. Running the web installer will extract the installation files (2 GB download size, 10
GB free disk space required) and automatically start the installation (see Step 2 in this instruction

document).

Option 3: Download the single-file installer (11 GB) from our temporary Dropbox link

Go to https://www.dropbox.com/s/ycjzuc9fdlj71g8/Xilinx_Vivado SDK 2016.1 0409 1.tar.gz?dl=0
and download the installation files. Follow steps 1.4 and 1.5 above to decompress the files.



https://www.dropbox.com/s/ycjzuc9fdlj71g8/Xilinx_Vivado_SDK_2016.1_0409_1.tar.gz?dl=0

2. Install Vivado Suite 2016.1

2.1

2.2

Run "xsteup.exe" to start the installer of the Vivado Suite. The installation will take 20-30min.
The first window is the Welcome window. There is nothing to do in this window so press
Next.

Welcome

VIVADO!

HLx Editions
= We are lad you've chosen Xiinx as your platform development partner. This program can install the Vivado Design Environment,

Software Development Kit and Documentation Navigator.

Supported operating systems for Vivado 2016.1are:

- Windows 7 SP1: 64-bit

- Windows B.1: 64-bit

= Windows 10 Pro: €4-bit

- Red Hat Enterprise Linux 5.11: 64-bit (Except SDK)
- Red Hat Enterprise Linux 6.6-6.7: €4-bit

- Red Hat Enterprise Linux 7.0-7.1: é4-bit

- Cent0S Linux 6.7: 64-bit

- CentOS Linux 7.1: €4-bit

- SUSE Enterprise Linux 11.4: 64-bit

— SUSE Enterprise Linux 12.0: 64-bit

- Ubuntu Linux 14.04.3 LTS: 64-bit - Additional library installation required

Note: 32-bit machine support is now only available through LabTools and HW Server standalone product installers

Note: This installation program will not intilize trusted storage or install cable drivers on Linux. These items wil need to be installed
separately, with administrative privieges.

To reduce installation time, we recommend that you disable any anti-virus software before continuing.

£ XILINX

ALLPROGRAMMABLE.

Copyright ® 1986-2016 Xiinx, Inc. Al rights reserved. Preferences <Back | [ Next> ] [CCancel |

The next window is the usual License agreement. You need to agree to all 3 license
agreements and conditions before you can continue by pressing Next.

DISCLAIMER: The authors of this instruction manual advise all readers to read, within their
available time, any license agreement of any software before installation and use.

Accept License Agreements XI LI NX

Please read the following terms and conditions and indicate that you agree by chedking the I Agree checkboxes. AL PROGRAMMABLE.

Xilinx Inc. End User License Agreement
By checking "I AGREE" below, or OTHERWISE ACCESSING, DOWNLOADING, INSTALLING or USING THE SOFTWARE, YOU AGREE on behalf of licensee to be
bound by the agreement, which can be viewed by diicking here.

1

WebTalk Terms And Conditions

By checking "I AGREE" below, I also confirm that I have read Section 13 of the terms and conditions above concerning WebTak and have been afforded the
opportunity to read the WebTalk FAQ posted at http: //www.xilinx.com/webtalk. I understand that I am able to disable WebTalk later if certain criteria
described in Section 13(c) apply. If they don't apply, I can disable WebTalk by uninstaling the Software or using the Software on a machine not connected to
the internet. I I fail to satisfy the applicable criteria or if I fail to take the applicable steps to prevent such transmission of information, I agree to allow Xiinx
to collect the information described in Section 13(a) for the purposes described in Section 13(b).

[V]1Agree

Third Party Software End User License Agreement
By checking "I AGREE" below, or OTHERWISE ACCESSING, DOWNLOADING, INSTALLING or USING THE SOFTWARE, YOU AGREE on behalf of licensee to be
bound by the agreement, which can be viewed by cicking here.

[V] 1Agree

Copyright © 1986-2016 Xdlinx, Inc. Al rights reserved.




The next window is the software edition selection. Select Vivado HL WebPACK as it is the only
one that does not require a paid license, although it provides limited functionality. You can
also deselect the Standalone Documentation Navigator if you want. This is an instruction
manual of Vivado Suite and Xilinx devices, which is not required for this exercise. Once you
are done with your selection press Next.

C Vivado 2016.1 Installer - Select Edition to Install

G0

Select Edition to Install ILINX
Select an edition to continue installation. You will be able to customize the content n the next page. ALL PROGRAMMABLE.

@ Vivado HL WebPACK

Vivado HL WebPACK s the no cost, device lmited version of Vivado HL Design Edition.

) Vivado HL Design Edition

Vivado HL Design Edition includes the full complement of Vivado Design Suite tools for design, induding C-based design with Vivado High-Level Synthesis,
implementation, verification and device programming. Complete device support, cable drivers and Documentation Navigator are induded. Users can optionally
add the Software Development it to this installation

) Vivado HL System Edition
Vivado HL System Edition is a superset of Vivado HL Design Edition with the addition of System Generator for DSP. Complete device support, cable drivers and
Documentation Navigator are induded, Users can optionally add the Software Development Kit to this installation.

(©) Documentation Navigator (Standalone)

Xiinx Documentation Navigator (DocNav) provides access to Xiinx technical documentation both on the Web and on the Desktop. This is a standalone
installation without Vivado Design Site.

Conyriht© 15652016 X o, Al s earvd.

The new window is the software customization. Since you already selected the Vivado HL
WebPACK edition, the standard options will be selected. For this exercise, make sure that

"Devices > 7-Series > Kintex-7" is selected and do not change any other option. Press Next to
continue.

'i: Vivado 2016.1 Installer - Vivado HL WebPACK e

XILINX

Customize your installation by (de)selecting items in the tree below. Moving cursor over selections below provide additional information. ALL PROGRAMMABLE.

Vivado HL WebPACK

Vivado HL WebPACK is the no cost, device limited version of Vivado HL Design Edition.

(- Design Tools
= [®]  Vivado Design Suite
Vivado
[ System Generator for DSP
/| Vivado High Level Synthesis
- [C]  Software Development Kit (SDK)
- DocNav
-3l Devices
& [@ Socs
2Zynq-7000 (limited support)
[[] 2ZynqUltraScale+ MPSoC
- [®] 7 Series (imited support)
Artix-7
2 Kintex-7
[ virtex-7
[8] UltraScale (imited support)
H Kintex UltraScale
[ ] virtex UltraScale
i UltraScale +
- Installation Options
- Install Cable Drivers
Acquire or Manage a License Key
Enable WebTalk for Vivado to send usage statistics to Xilinx (Always enabled for WebPACK license)
Install WinPCap for Ethernet Hardware Co-simulation
Launch configuration manager to assodiate System Generator for DSP with MATLAB
Enable WebTalk for SDK to send usage statistics to Xilinx

m

o
]

o

Download Size: NA

Disk Space Required: 9.32 GB

Copyright ® 1986-2016 Xiiinx, Inc. All rights reserved,

[ <gack | [ Mext> ][ cancel |




2.5 The new window is the Destination Directory Selection. Make sure the installation directory
is C:\Xilinx and press Next.

WARNING: Do not select any other installation directory rather than C:\Xilinx, unless you are
already well experienced with Xilinx software installations.

ADVICE: We highly recommend the creation of desktop shortcuts for easy access, but is not

mandatory. "Create desktop shortcuts" is the only option you should choose whether or not
to select.

-
§_ Vivado 2016.1 Installer - Select Destination Di

Select Destination Directory

Choose installation options such as location and shortauts.

Installation Options
Select the installation directory.

C:\ilinx|
Installation location(s)
C:Wilinx\Vivado\2016. 1
C:\ilinx\Vivado_HLS\2016. 1
Disk Space Required
Download Size: NA
Disk Space Required: 8.96 GB

|G

Select shortcut and file assodiation options
Create program group entries
Xilinx Design Tools

[7] Create desktop shortcuts

Create file assodiations
Apply shortcut & file association selections to
@ Current user

©) Allusers

=) X

ALL PROGRAMMABLE.

Disk Space Available: 63.42GB

Copyright ® 1986-2016 Xilinx, Inc. Al rights reserved.

2.6 The last window of the pre-installation is the Summary. Skip it by pressing Next and start the
actual installation.

- _ _ _
§] Vivado 2016.1 Installer - Installation Summa_

Installation Summary

VIVADO!

Edition: Vivado HL WebPACK
HLx Editions i

Devices
® SoCs (Zyng-7000)
® 7 Series (Artix-7, Kintex-7)
® UltraScale (Kintex UltraScale)
Design Tools
® Vivado Design Suite (Vivado, Vivado High Level Synthesis)
Installation Options
* Enable WebTalk for Vivado to send usage statistics to Xiinx (Always enabled for WebPACK license)
® Acquire or Manage a License Key
* Install Cable Drivers

Installation location

® C:Wilinx\Vivado\2016.1

* C:\Xiinx\Vivado_HLS\2016.1
Disk Space Required

* Download Size: NA

® Disk Space Required: 8.96 GB

& XILINX

ALL PROGRAMMABLE.

Copyright © 1986-2016 Xiinx, Inc. Al rights reserved.
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2.7

2.8

Close to the end of the installation process, you might see the message window below. As it
states, you need to unplug from your computer any Xilinx devices and respective cables that
you might have already connected before installing the drivers. Click OK to proceed.

Installation Progress

@ 1t took 23 minutes to install files.

Final Processing...
Instal Cable Drivers

Cable Driver Installer

Please disconnect all Xilinx Platform Cable USB or Evaluation Platform JTAG
cables from this system before continuing.

SDx~

=@ % |

XILINX

ALL PROGRAMMABLE.

Environments

SDx Family of Development Environments
for Systems and Software Engineers

Copyright © 1986-2016 Xilinx, Inc. Al ights reserved.

After the installation is completed, the License Manager will open. For now, select "Start
Now! 30 Day Trial (No Bitstream)" and then apply/activate. Close the window after that. This
concludes the installation of the Vivado Design Suite.

ADVICE: The 30 day trial option allows you to experiment with Vivado without the need to
request a license or to create a Xilinx account (if you downloaded the installation files
through our Dropbox link). Nevertheless, this option does not allow the actual programming
of a physical Xilinx FPGA. For this exercise, such programming is not required, but if you wish
to do so in the future you will have to acquire a free WebPACK license through Xilinx.

VIVADO! o e

A UL LI VAN
AL PROGRAMMABLE.

4 GetLicense
£ SetProxy
RINObtain License

View License Status
Borrow/Restore License Seat
{#" Return License to Xilinx
4 View System Information
@ View Host Information

#| Manage License Search Paths

_ Select one of the following options
5, Load License 4 : ~) Start Now! 30 Day Trial (No Bitstream) >
- M; Li
S ) GetVivado s

@ Get Free ISE WebPACK, ISE/Vivado IP or Petalinux Licenses

Obtain License

*) Get My Full or Purchased Certificate-Based License
) Get My Full or Purchased Activation-Based License

Description of the above selected option

Get a free ISE WebPACK, Petalinux or 180-day IP evaluation license (valid for either
ISE or Vivado). You will be taken to the Xilinx website where you can generate a
license. After generation, the license file is sent to your e-mail. Once you have
saved this file to your machine, click on the Load License selection to copy your
.lic file to a default location.




3. Create the Noekon project in Vivado

In this tutorial, we will use the Noekeon cipher as an example to explore different hardware
architectures. This step explains how to create a new project in Vivado, using the basic Noekeon
architecture that consists of a number of VHDL files provided through the following link:

https://www.dropbox.com/s/s0s24fvflks4kijc/Noekeon-VHDL.zip?dI=0. More information on
Noekeon can be found at http://gro.noekeon.org; especially “The reference code” on the website,

containing the reference C code and some test vectors, is interesting.

3.1 Start Vivado either by clicking the Vivado 2016.1 icon on your desktop, or selecting the
program from the start menu.
ADVICE: Do not confuse "Vivado 2016.1" with "Vivado HLS 2016.1". The later is a different
program that we will not be using.

3.2 The entry menu of Vivado will open. Select "Create New Project".

et .
vaQQ‘ € XILINX
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Manage B Open Hardware Manager N Td Store
Information Center
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33 The "New Project Wizard" will open. Press Next. The following window is the Project Name.
In this example, we will name the project "noekeon", but you can change it to any other
name. Do not change the storage directory. Select the option to "Create project
subdirectory". Press Next.

-
4 New Project i
Project Name
Enter aname for your project and specif a directory where the project data files wil be stored., '

Projectname:  noekeon

I Project location: | C: Xilinx| D
Create project subdirectory
Project wil be created at: C:ink/noskeon

|



https://www.dropbox.com/s/s0s24fvf1ks4kjc/Noekeon-VHDL.zip?dl=0
http://gro.noekeon.org/

3.4

3.5

3.6

In the Project Type window, select RTL project. Press Next.

e B 2w =
Project Type
Specify the type of project to create. ‘

RITL Project
@ B!
You will be able to add sources, reate block designs in IP Integrator, generate IP, run RTL analysis, synthess, implementation, design planning
and analysis.

() Post-synthesis Project: You will be able to add sources, view device resources, run design analysis, planning and implementation.
Do not specify sources at this time

1/O Planning Project
Do not specify design sources. You will be able to view part/package resources.

Imported Project
Create a Vivado project from a Synplify, XST or ISE Project File.

H () Example Project
Create a new Vivado project from a predefined template.

In the Add Sources window select Add Files. Proceed to search and select all ".vhd" files that
were provided to you for this exercise (note that there are more files in the downloaded
folder than in the screenshot below; select all files in the folder anyway). Select "Copy
sources into project"”. Select VHDL, both in "Target" and "Simulator language". Press Next.

# New Project Bl
Add Sources
Spedify HDL and netiist files, or directories containing HDL and netlist files, to add to your project. Create a new source file on disk
and add it te your project. You can also add and create sources |ater,
-'-‘ Index Name Location Library
— 1 ControlUnit.vhd CifUsers/. fSummerSchool2016_CroatiafMoekeon-VHDL_V1 xil_defaultib
+ @ 2 EncryptioriTest.vhd C:/Usersf {SummerSchool2016_Croatia/Noekeon-VHDL_V1 xil_defaultib
@ 3 NESSIEencrypt.vhd C:/Users/ SummerSchool2016_CroatiaMoekeon-YHDL_V1 xil_defaultib
+ @ 4 NoekeonRound.vhd C:fUsers/. fSummerSchool2016_Croatia/Moekeon-VHDL_V1 xil_defaultib
@ 5 MNogkeonRound_test.vhd Ci/Users/. fSummerSchool2016_CroatiafMoekeon-VHDL_V1 xil_defaultib
< 1] ] r
[ Add Files ] [ Add Directories ] [ Create File
[] Scan and add RTL indude files into praject
Copy sources into project
Add sources from subdirectories
Targetlanguage: |WHDL | Simulator language: |VHDL  +

Skip the "Add Existing IP" window by selecting Next. Skip the "Add Constraints" window by
selecting Next.



3.7 In the "Default Part" window, select "Parts" and input the following filters:
e "Family" = "Kintex-7"
e "Package" - "fbg676"
e "Speed grade" > "-3"

Only 2 products should be left available. Select the "xc7k160tfbg676-3" part and press Next.

e — =
Default Part
Choose a default Xilinx part or board for your project. This can be changed later, '
Select: | 6% Parts | @ Boards
4 Filter
Product category: | All - Speed grade: | -3 -
Family: Kintex-7 - Temp grade: | All Remaining -
Package: fbg676 -
Reset All Filters
Search: -
I/OPin Block 3 GTXE2 Gb Available LT
Part Count RAMs DsPs R Transceivers  Transceivers  10Bs Elements
@ xcTkI0thas7e-3 676 135 240 82000 8 8 300 41000
cnemeeres e s oo Lo b R T
< [ "
K 4

3.8 You will now see the project creation summary. Press Finish to conclude the process.

4. Implement the Noekeon architecture in Vivado
After you created the project, you are faced with the Vivado interface.

At the very left you should have the "Flow Navigator" window. In this window you can find the most
common operations required for the development of an FPGA design. This window does not
disappear when you proceed through the different stages of development.

The "Active Window" is occupying the rest of the Vivado Interface, which can change depending on
the stage of development. Each active window has a different layout of sub-windows and one
"Browser Sub-Window" with tabs.

As soon as you start your project, the "Active Window" should be the "Project Manager". The
"Sources" sub-window should be on the top-left. The open tab on the "Browser Sub-Window" should
be "Project Summary".
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First go to the "Sources" sub-window with the "Hierarchy" tab open. Expand "Design
Sources" and "EncryptionTest - behavior". Within "EncryptionTest" you should find "uut -
NESSIEencrypt - Behavioral". Right-click it and select "Set as top". "EncryptionTest" is the
testbench we will use in Step 6 for simulation. "NESSIEencrypt" is the file that contains the
description of the top architecture. When you expand "NESSIEencrypt", you can see the the
hierarchical components that are contained in the top architecture.

ADVICE: the previous steps are to be done only on the "Design Sources" folder, NOT on the
"Simulation Sources" folder.

‘iju:t Manager - project_1

Sources. P01 X T Project Summary X
] T

az=ieg hE Propect Sektings

= {7 Design Sources (2) "
| @ EncryptionTest - behavior (EncrypiiorTest.vhd) (1) Project name: project L

%] uut - NESSIEenarypt - Behavioral (NESSIEes 8 8
@ NoekeonRound_test - behavior (NockeonRound & Source Node Properties... Ctrl+E
Constraints [* Open File Alt+0
{5 Simulation Sources (2)
Replace File...
Alt+]
X Delete
Alt+Equals
Disable File Alt+Minus
Move to Simulation Sources
Hierarchy Update 3
¥ e e | @ Refiesn Herarchy
--------- IP Hierarchy 3
Source File Properties | & SetasTop
« Bl rperer I
(&l MESSIEencrypt.vhd
Enabled Set as Out-of-Context for Synthesis. ..
SetLibrary... Alt+L
Location: C: Xilinx/project_1fproject_1.srcs/sour g
Set File Type...
Type: VHDL [=)
SetUsedIn...
Library: xil_defaultib
Y B l:] Edit Constraints Sets...
Size: 2.2KB
Edit Simulation Sets. ...
Modified: Friday 06.05. 16 03:59:57 PM
Copied to: C: filinx/fproject_1/project_1.srcs/sour @ Add Surees... Alt+A
Copied from:  C:/Users/Joo Carlos/Os Meus Trabalh Go To Source F7
w1 v T

10



4.2 As you can see, the "Project Summary" does not have much to report because Vivado has not
yet analyzed the source files. To start, select @ runsnthess 1 the "Flow Navigator" (a little
waiting bar should appear at the top-rightmost corner of the Vivado window). Depending on
your computer, the Synthesis process can take between 1-10min.

WARNING: the authors strongly advise not to cancel the synthesis process once it as started,
regardless of the existence of the "Cancel" button. If you started it, let it finish.

4.3 Once the Synthesis is completed, you will see the respective dialog box. Press "Cancel" as we
are not yet ready to proceed with the other given options.

4.4 In order for Vivado to perform a timing analysis on the design, we need to specify where the
system clock is and how it behaves. In the "Flow Navigator", press the extensible arrow left
to "Open Synthesized Design". After that, select "Edit Timing Constraints".

4 Synthesis
{E} Synthesis Settings
@- Run Synthesis
% Open Synthesized Design
l% Constraints Wizard

4.5 A new "Active Window" will open named "Synthesized Design". The tab "Timing Constrains"
should also be open in the "Browser Sub-Window". Double-click on "Create Clock".

% Project Summary X | @ Device X | {2 Timing Constraints X o ¢ x
E L:‘—": % @i Create Clack

- Clocks (0)

;--Ir!puts (@)

~I-Qutputs (0
i t-SetOu
=-Assertions

~Set Fal
i.Set Mul

4.6

4.7

=ate Clock (0)

-Create Generated Clock (0
~5et Clock Latency (0

Set Clock Uncertainty {0)
-5Set Clock Groups (0

-5et Clock Sense (0)

-Set Input Jitter (0

Set System Jitter (0]

-Set External Delay (0]

i t-SetInputDelay (0)

i “-SetData Check (0
—I-Exceptions (0)
Set Case Analysis (0

= + Position Clock Mame Period {ns) Rise At (ns) Fall At {ns) Add Clock  Source Objects Source File Scoped Cel Current Instai

tput Delay (0]

se Path (0)
lticvcle Path (1) =

The "Create Clock" window will open. Give a name to your clock (e.g. "clock"). Select a
Waveform Period of 10 ns, Rise at 0 ns and Fall at 5 ns (i.e. a duty cycle of 50%). Press the
three dot button on the right side of "Source objects".

The "Specify Source Objects" window will open. Select "Find names of type: 1/O Ports" and
then input the following options:

NAME -> contains -> clk
AND -> DIRECTION -> s >IN

11



Press the "Find" button. In the results, a single "clk" signal should appear in the left list
(Found). Select it and then press the right arrow next to it, to include it into the right list
(Selected). The Command line updates automatically. Press Set and then OK.

Specify Clock Source Objects.

Creates a dock object. The created dock is appied to the specified source objects. If you do not specify Spedify the ports, pins, or nets which are the source of the specified dock.
source objects, but give a ciock name, a virtual ciock is created. [ P
ERcine ) dock Find names of type: | 1/0 Ports +
Sgurce objects: ™ Options
Waveform
period: 105 ns Sl coatakns b= +=
Rise at: o] s AND ~ | |DIRECTION is ~ || ~ + =
Fal at: 515 s
7] Add this dock to the existing dlock (no overariting)
] Reguiar expression
Of Objects: B
Resuts
Found: 259 Selected: 0 Iy
-
Ell 1t
* Use the buttons on the left to move items to this st +
=3 T
ad P ) 4
Command: Enumerate
set Append
Command: create_dock -period 10.000 -name clock -waveform {0.000 5.000}

4.8

4.9

4.10

A 10 ns periodic clock is now considered for our design. Click the "Floppy" icon = on the top
left corner of Vivado to save the constraint file. If an "Out of Date Design" box appears,
ignore it and click OK. Give a name to the constraint file we just created (e.g.
"time_constraints") and press OK.

[ - .
4 Save Constra\'nls_‘.E - u
Select a target file to write new unsaved constraints to. Choosing an existing file will update that fle with
the new constraints. [
(@) Create a new file [
File type: 3 ¥DC - |
File name: time_constrains [
Filg location: | & <Local to Project> - I
Select an existing file
<select a target file>
— = g

Now that the clock has been properly created, go to the "Flow Navigator" and select

D Runtmplementaten /i ado will warn you that the Synthesis process has become out-of-date

(clock was added). Select "Yes" to run Synthesis and Implementation. Once again, depending
on your computer, the Synthesis and Implementation process can take a while to complete.
Consult your lab supervisor only if the effect lasts more than 15min.

Once the Implementation step is completed, you will see the respective dialog box. Press

"Cancel" as we do not need any of the given options. We are now ready to analyze the
implementation results.

12



5. Analyze the Noekeon design in Vivado

5.1

5.2

In the "Flow Navigator", select "Implementation -> Report Utilization". Press OK in the
window that pops up. Notice that a new tab "Utilization" appears at the very bottom of
Vivado, in the bottom sub-window. In this tab, you can see the total amount of LUTs, Slices
and FF Registers occupied by the implemented design.

In the "Flow Navigator" select "Implementation -> Report Timing Summary". Press OK in the
window that pops up. Notice that a new tab "Timing" appears at the very bottom of Vivado.
In this tab, you can see the 10 signals which take the longest to propagate.

4 Implementation
@ Implementation Settings
[» Run Implementation
4 Implemented Design
& Constraints Wizard
{4 Edit Timing Constraints

) Report Timing Summary

I, Report Clock Netwarks
51 Report Clock Interaction
[‘:', Report Methodology
() ReportDRC

¢ |F| Report Utiization

%]Tj Report Power

When you analyze the "Total Delay" of the signal, you will see it is significantly lower than the
clock requirement. So 10 ns (100 Mhz) is not the minimum clock period (maximum
frequency) the circuit can handle. In Vivado, in order to discover the minimum clock period
you need to iterate the clock period value as follows.

5.2.1 In the "Flow Navigator", go back to "Implementation -> Edit Timing Constrains" and
change the clock period to the closest approximation of the largest total delay you
found.

5.2.2 Repeat "Implementation -> Run Implementation".

5.2.3 Select "Implementation -> Report Timing Summary" and recheck the total delay
values.

5.2.4 Repeat5.2.1t05.2.3.

The purpose of this iteration is to reach the minimum clock period, while keeping the "Worst
Negative Slack (WNS)" value positive. You can check the WNS value in the "Project Summary"
tab after "Implementation". If the clock period becomes too small, then the WNS value will
become negative, which means you have overclocked the design and certain signals will no
longer process correctly.

Timing

¢iVorst Negative Slack (WMS): 5,108 ns

Total Negative Slact 5): Ons
MNumber of Failing Endpoints: 0
Total Mumber of Endpoints: 141
Implemented Timing Report

Setup | Hold Pulse Width
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6. Simulate the design

6.1

In order to simulate the functionality of the design (e.g. for debugging), go to the "Flow
Navigator" and click on "Run Simulation". Select the option "Run Behavioral Simulation". This
will run the testbench "EncryptionTest". After processing, the "Active Window" will change to
the simulation environment and the "Browser Sub-Window" will have a tab with the
waveform simulation. Using the zoom icons, zoom out until you see the oscillation of the
"clk" signal. When you take a careful look at the waveforms, you can see that the testbench
implements 3 tests (which can also be found in "NoekeonTestVectors.txt" in the reference
code folder on the Noekeon webpage; note that we use the Noekeon cipher in direct-key
mode). Each test starts when the "start" input is triggered and ends when the "done" output

is high. For each test, different 128-bit values are used for "a_in" and "Key". The

corresponding output "a_out" is valid when "done" is high.

| a2_r[14]_i_2 (LUT3)
| a2_r[19]_i_2 (LUT3)
| a2_r[22]i_2 (LUT3)
| a2 r[23] i 2 (LUT3)

4 Simulation

% Simulation Settings

':@Q Run Simulation

Run Behavioral Simulation
4 RTL Analysis

% Elaboration
: Eﬁ’ Open Elabor,

Run Post-Synthesis Functional Simulation

Run Post-Synthesis Timing Simulation

Run Post-Implementation Functional Simulation

4 Synthesis Run Post-Implementation Timing Simulation

Synthesis Complete

O x

:

Tl Console | © Messages | ol Log

Sm Time: 1us
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